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Preface

It is no longer necessary to emphasize that computer
science is omnipresent today. Terms as digitalization,
Industry 4.0 etc. are frequently heard in the mass media
and are becoming a part of our everyday life. The rapid
advances in computer science require a large investment
in research and development. In particular, it is impor-
tant to educate young scientists, which is one of the
objectives of the StuCoSReC conference.

In front of you is the proceedings of the fifth Stu-
CoSReC conference. The StuCoSReC is intended for
masters & PhD students to show their research achieve-
ments. Socializing is also important and the confer-
ence is an excellent opportunity for students to get to
know each other. The conference connects students of
computer science and goes beyond the invisible limits of
faculties. The uniqueness of StuCoSReC conference is
that it is organized each year by different higher educa-
tion institution. The University of Ljubljana - Faculty
of Computer and Information Science is proud to host
the conference this year.

Twelve papers addressed this conference, covering sev-
eral topics of the computer science. All the papers were
reviewed by two international reviewers and accepted
for the oral presentation.

ref. prof. dr. Nikolaj Zimic
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The problem of quantum computers in cryptography and
post-quantum cryptography

Dino Vlahek
Faculty of Electrical Engineering and Computer Science, Maribor
Koroska cesta 46
S1-2000 Maribor, Slovenia
dino.vlahek@gmail.com

ABSTRACT

This paper presents the problem that quantum computing
brings to modern cryptography. The basics of post-quantum
cryptography and concepts of modern cryptography with an
emphasis on the most useful asymmetric encryption algo-
rithms are shown. The paradigms of post-quantum cryp-
tographic algorithms, which were implemented in the Open
Quantum Safe project and whose effectiveness can be com-
pared with the most popular modern ones, were explained
and analysed further in this paper. To compare perfor-
mances, a test of the time and communication capabili-
ties of selected algorithms was made, the results of which
were graphically and descriptively presented. The results of
the experiment showed that there is an effective quantum-
resistant alternative to existing asymmetric encryption al-
gorithms.

Categories and Subject Descriptors

E.3 [DATA ENCRYPTION]: Miscellaneous; E.4 [CODING

AND INFORMATION THEORY]: Miscellaneous; D.2.8
[Software Engineering]: Metrics—complexity measures,
performance measures

General Terms
Theory, Experiment

Keywords
cryptography, post-quantum cryptography, quantum com-
puter, asymmetric encryption algorithms, keys

1. INTRODUCTION

Quantum computer is a computer model that works differ-
ently from the classical one. It is based on quantum mechan-
ical phenomena, which makes it easier to solve certain prob-
lems that classical computers can not solve or need for it in-
finite resources [8]. For example, the problem of discrete log-
arithm (Diffie-Hellman Key Exchange (DH), Elliptic-Curve
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Cryptography (ECC)) or problem of factoring positive inte-
gers is an example of (Rivest-Shamir-Adleman (RSA)) the
problems that quantum computers can solve faster and more
reliably. Despite the fact that there is a few more years (or
decades) before the emergence of effective physical quan-
tum computers [6], today experts in the field of cryptogra-
phy and security are already preventively solving the prob-
lems brought by quantum computing. It is necessary to
know and understand which solutions, resistant to quan-
tum computing, already exist and on which mathematical
models they were based. Existing solutions of asymmet-
ric cryptographic algorithms that are resistant to quantum
attacks will be compared to existing most popular asymmet-
ric cryptographic algorithms (RSA, DH, ECC). Asymmet-
ric cryptographic algorithms, implemented within the Open
Quantum Safe project (Open Quantum Safe (OQS)) will be
used, the efficiency of which will be compared with RSA,
DH and ECC asymmetric encryption algorithms. Efficiency
measurements will be made, which will yield the results of
comparing the efficiency of quantum-resistant asymmetric
algorithms (i.e., post-quantum cryptography) and existing
asymmetric encryption algorithms (RSA, DH, ECC).

2. ASYMMETRIC CRYPTOGRAPHY

The concept of asymmetric cryptography occurred due to
an attempt to attack two biggest problems of symmetric
cryptography: the problem of key distribution and digital
signing. The key distribution problem in symmetric cryp-
tography is defined by the way two participants share the
same key over an unsecured communication channel. A dig-
ital signature gives the recipient a reason to believe that
a message has been created by a known sender who can
not decline the sent message and that the message has not
been changed in the transition. Asymmetric cryptography
is based on two different keys: the encryption key and the
decryption key. The basic steps of asymmetric cryptography
are as follows [11]:

e FEach user makes a pair of keys that will be used to
encrypt and decrypt the message.

e FEach user gives one key in a public register or in a
publicly accessible file. This key is a public key, and
the other is a private key.

e Each user makes his own collection of public keys of
other users with whom he communicates. If the sender
wishes to send a confidential message to the recipient,

DOI: https://doi.org/10.26493/978-961-7055-26-9.61-64
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Table 1: Use of most popular asymmetric algorithms

Algorithm | E/D | Digital signature | Key exchange
RSA Yes Yes Yes
DH No No Yes
ECC Yes Yes Yes
DSS No Yes No

Table 2: The influence of quantum computers on
standard cryptographic algorithms [2]

Algorithm Type Influence
AES symmetric required larger key size
SHA-3 hash function | requiring larger output
RSA asymmetric it is no longer safe
ECC asymmetric it is no longer safe
DSA asymmetric it is no longer safe

the sender encrypts the message using the public key
of the recipient.

3. POST-QUANTUM CRYPTOGRAPHY

The most critical parts of the communication protocols were
based mainly on three key cryptographic operations: public
key encryption, digital signing and key exchange. These op-
erations were performed using DH method for key exchange,
RSA cryptosystem and cryptosystem of elliptic curves. The
security of these algorithms depends on the complexity of
mathematical problems, such as the search for a common
factor or discrete logarithm problem. The Shor’s algorithm
efficiently solves these mathematical problems, making all
the public key cryptosystems weak. When we arrive in the
quantum computer period, the most useful encryption meth-
ods will become obsolete [2]. It is assumed that the prob-
ability that the RSA-2048 will get broken i.e., that a suf-
ficiently large quantum computer will be build by 2026, is
1/7, and 1/2 by 2031 [7]. Due to the fact that in symmet-
ric encryption, with the enhancement of the key size, reli-
able protection against quantum computers is also achieved,
in the research of the protection of asymmetric encryption
the emphasis is on post-quantum cryptography or quantum-
resistant cryyptography(QRC). There are several sets of meth-
ods for post-quantum cryptography: Code-based, SHA-based,
multivariate polynomials, the super singular isogenic Diffie-
Hellman, etc. The algorithms are still in the research phase
and are not guaranteed to be safe [12] [2].

3.1 Open Quantum Safe

The goal of the OQS project is to develop quantum-resistant
cryptography and integration of existing post-quantum cryp-
tographic asymmetric algorithms into one Libqos library
[47]. Libqos is an open-source library of quantum-resistant
cryptographic algorithms written in C language. The impor-
tance of the library lies in quantum-resistant cryptographic
asymmetric algorithms that focuses on key exchange [44].
In addition, OQS allows integration of Libogs library into
OpenSSL [10]. The algorithms that the library includes are:

e Supersingular isogeny Diffie-Hellman based: MSR SIDH
algoritem, MSR SIKE algoritem
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e Learning with errors based: FRODO

Ring learning with errors based: BCNS15, NewHope,
MSR LN16

Module learning with errors based: Crystals-Kyber

Lattice-based based: NTRU

e Error-correcting code based: McBits

4. ANALYSIS OF THE EFFICIENCY OF POST-

QUANTUM CRYPTOGRAPHIC ALGO-
RITHMS

The experiment examines the efficiency of asymmetric cryp-
tographic encryption algorithms compared to existing asym-
metric standards (DH, RSA, ECC). Cryptographic algo-
rithms implemented within the OQS project are used, the
efficiency of which are compared with RSA, DH and ECC
asymmetric encryption algorithms. There is no need to an-
alyze symmetric encryption algorithms because the length
of the keys in symmetric encryption algorithms provides
a higher level of security than in asymmetric ones. FEffi-
ciency measurements are made to verify the following hy-
pothesis: there are quantum-resistant encryption asymmet-
ric algorithms that could replace existing classical encryp-
tion asymmetric algorithms (RSA, DH, ECC).

The experiment is chosen because of its suitability, which
allows us to measure the time of execution of algorithms
in a controlled environment, thus assessing their effective-
ness and performance. It is necessary to make a test case
i.e., a test software that will measure the number of it-
erations of selected asymmetric encryption algorithms at
a given time. Post-quantum asymmetric encryption algo-
rithms are selected from the OQS project,while modern ones
are from the Crypto++ library. Selected asymmetric en-
cryption algorithms are [5]:

e OQS project: LWE Frodo recommended, RLWE BCNS15,

RLWE MSR LN16, RLWE NewHope, SIDH MSR p503
and SIDH MSR p751, SIKE MSR p503 and SIKE MSR
p751.

e Crypto++: RSA (1024, 2048, 3072), DH (512, 1024),
ECC256

All unnecessary background processes of the computer was
turned off to minimize the impact of its background activity.
Executional file (.exe) of tests was prepared and launched.
The time in which iterations of algorithms are performed is
limited to 30 seconds. Each test will be triggered 40 times +
10% of all tests (40) = 44. A total of 330 minutes or approx-
imately 5 hours and 30 minutes is foreseen for performing all
tests. To reduce the deviation of the number of iterations of
individual algorithms that happens due to unexpected devi-
ations in the work of the computer, it is necessary to repeat
the test numerous times.

4.1 Working environments, frameworks and
tools
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The main tool for working on the experiment is the Intel®)
Core ™ {7-5500U processor, 8GB RAM and the Windows
10 Pro version 1709. Post-quantum asymmetric encryption
algorithms were implemented in the Libqos library, written
in C, as part of the OQS project. Modern asymmetric en-
cryption algorithms are implemented within the Crypto++
open source library, written in C++ language. We installed
these libraries for the Visual Studio 2017 development envi-
ronment, on Windows SDK version 10.0.17134.0, on a 64bit
platform. Once all tests where performed, the data was ag-
gregated and analyzed in the Microsoft Excel tool. Graph-
Pad Prism tool was used to draw graphs that will show the
results of the experiment.

4.2 Implementation of the experiment

To perform an experiment, i.e., measurements of the effi-
ciency of individual asymmetric modern and post-quantum
cryptographic algorithms, two test cases had to be performed:
One test case for measuring modern asymmetric encryption
algorithms and the other for measuring post-quantum asym-
metric encryption algorithms. Modern asymmetric encryp-
tion algorithms were used from the Crypto++ library ver-
sion 7.0.0. Test case, the console application, was built in
Release Mode on a 64bit platform. The algorithms selected
for measurement were: RSA (1024, 2048, 3072), DH (512,
1024), DH (1024) with predefined parameters, ECC256. Each
algorithm was running over a time period of 30 seconds,
where we measured the number of iterations. The number
of runs for each algorithm was saved in the .csv file, together
with the name and spent time. The test case was limited to
11 repetitions of measurement of each algorithm, each of the
7 algorithms was run 11 times in 30 seconds. The test case
was performed four times. Each lasted about 40 minutes,
totalling about 2 hours and a half. For RSA, the number of
key generation and validation were measured, while for DH
and EEC the number of generations and key aggremments.
Post-quantum asymmetric encryption algorithms were used
from the libqos library, which is part of the OQS prototype
project. Test case, the console application was generated in
Release Mode on a 64bit platform. The test case is sim-
ilar to the test case for modern cryptographic encryption
algorithms. The algorithms selected for measurement were:
LWE Frodo recommended, RLWE BCNS15, RLWE MSR
LN16, RLWE NewHope, SIDH MSR p503 and SIDH MSR
p751, SIKE MSR p503 and SIKE MSR p751. For each algo-
rithm, the number of implementations over a time period of
30 seconds was measured. The number of runs for each algo-
rithm was saved in the .csv file, together with the name and
spent time. The test case was limited to 11 repetitions of
measurement of each algorithm, each of the algorithms was
run 11 times in 30 seconds. The test case was performed
four times. Each lasted about 4 minutes, totalling about 3
hours. For all algorithms the number of generation and key
agreements were measured.

4.3 Results and data analysis

Apart from reliable cryptographic properties, the ideal algo-
rithm for asymmetric encryption should have as little com-
munication requirements as possible, low memory consump-
tion and the least possible execution time. This paper takes
into account the speed of execution and communication re-
quirements as the main metrics for comparison, while the
memory consumption is ignored.

Table 3: Display of communication between parties
and security bits

Name A — B (bytes) | B — A (bytes)
Frodo 11377 11296
BCNS15 4096 4096
MSR LN16 1824 2048
NewHope 1824 2048
SIDH p503 378 378
SIDH p751 564 564
SIKE p503 378 402
SIKE p751 564 596
DH-1024 128 128
DH-512 64 64
ECDH256 32 32
RSA-1024 128 128
RSA-2048 256 256
RSA-3072 384 384

Table 4: Display of classical and quantum security
bits

Name Classical bits | Quantum bits
Frodo 144 130
BCNS15 86 87
MSR LN16 128 112
NewHope 229 206
SIDH p503 192 128
SIDH p751 256 192
SIKE p503 192 128
SIKE p751 256 192
DH-1024 73 -
DH-512 50 -
ECDH256 136 -
RSA-1024 73 -
RSA-2048 103 -
RSA-3072 128 -

4.3.1 Communication requirements

The communication between the parties, A — Band B —
A, was obtained from the program code and the implemen-
tation of algorithms which was verified with data in sources
[10] [12] [3] [4] [1] [5] [6] [9]- The table 3 shows the commu-
nication requirements between parties, the amount of data
exchanged by the parties when the keys were generated and
the table 4 shows the classical and quantum security bits of
the algorithm.

4.3.2 Time complexity

Figure 1 shows the time required for the tested algorithm
is executed once in milliseconds. From the graph, it can be
determined which algorithms are more successful i.e., faster.

4.3.3 Interpretation of results

The most effective post-quantum asymmetric encryption al-
gorithms are BCNS15, LN16 and NewHope. LN16 and
NewHope were faster than all post-quantum and also of all
classic asymmetric encryption algorithms. The disadvan-
tage of the fastest post-quantum algorithms is relatively high
communication complexity. In generating and distributing
the keys, the LN16 and NewHope algorithms make 3,872
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Figure 1: Display of time complexity

bytes of communication, BCNS15 8,320, and classical algo-
rithms ~ 10 times less (DH-1024, RSA-1024 256 bytes, RSA-
2048 512 bytes, RSA-3072 768 bytes, ECCDH 64 bytes ).
Frodo algorithm has average time complexity, but the great-
est communication. The algorithms of the super-singular
Diffie-Hellman group (SIDH and SIKE) have the smallest
communication complexity, but are the slowest of all mea-
sured post-quantum encryption algorithms. The SIDH and
SIKE keys are comparable to the RSA equivalent. In prac-
tice, asymmetric encryption algorithms have predefined pa-
rameters, which results in faster performance. Figure 1
shows that BCNS15, LN16 and NewHope are also faster
than DH-1024, which have predefined parameters. BCNS15,
LN16 and NewHope do not have predefined parameters in
our case. RSA, DH and ECC have a smaller, better, com-
munication complexity than most OQS algorithms, except
the RSA-3072, which has an imperceptibly worse commu-
nication complexity than the SIDH MSR p501 and SIKE
MSR p501. When talking about communication complex-
ity, RSA, DH and ECC are noticeably more efficient, but
the time complexity is on the BCNS15, LN16 and NewHope
side. Of the most effective, the BCNS15 has the smallest
keys, the size of 86 bits or 78 quantum bits, the LN16 has a
size of 128 bits, 112 quantum bits and NewHope size of 229
bits, respectively 206 quantum bits.

5. CONCLUSIONS

The purpose of this paper is the prevention, i.e., to get the
results of the effectiveness of existing quantum-resistant al-
gorithms that can replace classical, non-resistant. The em-
phasis was on an experiment that gave the results of com-
paring the efficiency of post-quantum asymmetric crypto-
graphic algorithms implemented within the OQS project and
the existing asymmetric encryption algorithms (RSA, DH,
ECCQC). For the purposes of the experiment, it was necessary
to make a test case that measures certain parameters: time,

communication between parties and the size of the output
from the algorithm - key. The experiment has been success-
fully performed, with many repetitions for better confidence
into the results, which are then analyzed and graphically
presented. Some potential candidate algorithms proved to
be very promising. The interpretation of the results presents
the most successful algorithms in three different domains:
time complexity, communication complexity and key size.
Today, when online communication is very fast, the differ-
ence in communication complexity, given the speed of on-
line communication, is negligible, and therefore it is safe
to conclude that BCNS15, LN16 and NewHope algorithms,
which have proven to be the fastest but have relatively large
communication requirements, can become an alternative to

RSA, ECC and DH.
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